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Ampace Technology Security Vulnerability Handling Process

I. Basic Principles

12. Ampace places high importance on product and business security, committing to
promptly follow up, analyze, and respond to all vulnerability reports.

13. We support responsible vulnerability disclosure mechanisms and express gratitude and
rewards to reporters who adhere to white-hat ethics. We welcome enterprises, security
organizations, and researchers to identify and submit security vulnerabilities.

14. It is strictly prohibited to exploit vulnerabilities for illegal activities such as data theft or
system intrusion. Violators will face legal consequences.



I1. Vulnerability Handling Process

1. Vulnerability Reporting
No specific format is required for vulnerability reports, but please clearly
describe the vulnerability reproduction process.

2. Vulnerability Submission
Send reports to zhanghc@ampacetech.com. We will respond promptly via
email upon receipt.

3. Vulnerability Review
Reports are received within 1 working day, reviewed within 7 working days,
and responded to via email. Communication with the reporter may be initiated
if necessary.

4. Vulnerability Remediation

Fix within 24 hours: Applies to
vulnerabilities that could cause
business disruption, large-scale
data leaks, or regulatory penalties
Critical 24h _ 7d (e.g., Log4j2). If full remediation
CVSS>=9 exceeds 24 hours, temporary
mitigation measures (e.g., port
closure, firewall blocking) must
be implemented. Cloud services:

<48 hours for hotfix.

Quick response, formulate a

High .. .
7d -30d
CVSS>=7 remgdlatlon plan, and provide
continuous progress updates.
Incorporated into regular release
Medium cycles; can be fixed during
30d —90d .. . p o
CVSS>=5 version iterations if risk is
manageable.
Lowe-risk vulnerabilities can be
90d — 180d or next . . .
Low version batch-fixed, combined with
CVSS<5 system upgrades or refactoring.

5. Process Closure
The process is terminated after verifying the remediation is complete.

6. Vulnerability Announcement
Fixed vulnerabilities will be announced on Ampace’s SRC page or official
public account.

I11. Vulnerability Grading Criteria
Vulnerabilities are graded based on CVSS scores combined with business impact,
categorized into four levels: Critical, High, Medium, and Low.
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IV. Additional Notes

1. Storing vulnerability reports in the cloud is prohibited.
Exploiting vulnerabilities under the guise of testing is prohibited.
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Only vulnerabilities related to Ampace products or associated third-party services are
accepted.

For vulnerabilities from the same source, the highest severity level reward is applied.
Similar operational vulnerabilities are processed together.

Unfixed vulnerabilities that are reproduced are treated as new vulnerabilities.

Only the first reporter is rewarded.

Public disclosure of vulnerabilities is strictly prohibited.
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Valid Proof of Concept (PoC), screenshots, or videos are required for verification.

10. For CVE vulnerabilities submitted within 3 months of disclosure: The first valid reporter
is rewarded based on the upper limit of Medium severity; internally tracked
vulnerabilities may receive additional rewards.

11. For CVE vulnerabilities submitted after 3 months: Handled via standard procedures, and

tracked vulnerabilities are considered known.

V. Reward Mechanism
Ampace sincerely thanks vulnerability reporters and issues certificates of
appreciation.

V1. Dispute Resolution
For disputes regarding the process or grading, reporters can appeal via
zhanghc@ampacetech.com. AmpaceTech will prioritize protecting the rights of
submitters.
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